ITpunoxenue NQ 2

HNuadbopmManinoHHaA MaMATKA /IS O0yYaIOIUXC I pasMelle A
Ha opunuaabHbIx THTEpHET-pecypcax

C KaXXIbIM I'OAOM MOJIOAEXKH B MHTEPHETE CTAHOBUTHCA 60]'[1)1].[6, d ITKOJIbHU KN
OHHU M3 CaMbIX AaKTHUBHDbIX I10JIb30BaTeIel PYHeTa. Mexcny TEM, IIOMHUMO
OTPOMHOI'0O KOJIMYECTBA BOSMO}I(HOCTeﬁ, HMHTEPHET HECET U HpO6HeMI)I. oTa
IIaMATKa AO0JI2KHAa IIOMOYb Tebe 6e30ImacHo HaXOAUTbCA B CETU.

KomiibroTepHbie BUPYChI

KoMIIbIOTEpHBINT BHUPYC - 5TO PA3HOBUIHOCTh KOMITBIOTEPHBIX IIPOTPaMM,
OTJINYUTEJPHOU OCOOEHHOCTBIO KOTOPOUM  fABJIsIeTCS  CIHOCOOHOCTh K
Pa3MHOXKEHUI0. B JI0mOSTHEHWE K 3TOMY, BHUPYChI MOTYT IOBPEIUTH WJIH
MIOJTHOCTHIO YHUUTOXKUTH Bce (alIbl W JJaHHBIE, TOJIKOHTPOJIHbHBIE
II0JTb30BATENT0, OT UMEHU KOTOPOTO ObLIa 3aIyIieHa 3apakéHHAsA IPOrpaMMa,
a Tak’Ke IMOBPEIUTH WIN JIaXKe YHUUTOXKUTD ONIEPAIIMOHHYIO CUCTEMY CO BCEMU
daiiyiamu B 11e710M. B 60JIBIIMHCTBE CJTydaeB pacIpOCTPAHAIOTCSA BUPYChI Yepe3
UHTEPHET.

MeToApl 3aIIUTHI OT BPEJOHOCHBIX IIPOTPAMM:

1. HCHOJIBSYﬁ COBpPEMEHHLBIE OIIEpAalIMOHHbIE CUCTEMbI, UMEIOIIIHE CepbéBHbIﬁ
YPOBE€HDb 3allTUThI OT BPEAOHOCHBIX IIPOI'PAMM;

2. IlocrosHHO ycraHaBiuBayd mauyTd (1M@poBbIE 3aIIaTKHA, KOTOPbIE
aBTOMATHUUYECKU YCTAHABJIMBAIOTCA C IEJIbI0 IOpAOTKM IPOrpaMMbl) U JpyTUE
OOHOBJIEHUSI CBOeUM omepanmuoHHONW cucremMbl. CKayuBail HMX TOJBKO C
obunuasbHoro caWra paspaborunka OC. Ecim cymiecTByeT peXuM
aBTOMAaTHUYECKOTO OOHOBJIEHUSI, BKIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE IO/, IIpaBaMH IIOJIb30BaTessA, a He
aIMUHUCTPATOpPa. DTO HE MO3BOJIUT OOJIBIITUHCTBY BPEIOHOCHBIX IIPOrpaMM
WHCTAJUIUPOBATHCA HA TBOEM IIEPCOHAJIBHOM KOMIIBIOTEPE;

4. Ucrionp3yli aHTUBUPYCHbIE HPOTPAMMHBIE IPOAYKTHI H3BECTHBIX
IIPOU3BOAUTEIIEN, C aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanub GU3UIECKUU IOCTYH K KOMIIBIOTEPY /18 HOCTOPOHHUX JIUIL;

6. Mcnonp3yil BHEIIHUE HOCUTEIU MH(OpPMAIUM, Takue Kak (Jiellka, JIMCK
Wiy hayl U3 UHTEPHETA, TOJIBKO U3 MPpOodepPeHHbIX HCTOUHUKOB;

7. He OTKpbpIBal KOMIIBIOTEPHBbIE (aWsIbl, IOJIyYeHHblE N3 HEHAJEXKHBIX
HUCTOYHUKOB. Jlake Te (ailyibl, KOTOpPble MPUCIAJI TBOU 3HAKOMBIU. Jlyurie
YTOUHU y HETO, OTIIPABJISII JIU OH Tebe UX.

Cetu WI-FI



Wi-Fi - 3T0 He BuJ Ilepe/iaun TaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIbL OPEH/I,
Mapka. Eme B 1991 roy HUiepIaHACKasA KOMIIAHUS 3apPETUCTPHUPOBaia OpeH;/I
«WECA», uro oboszHauano cioBocodyeTanue «Wireless Fidelity», xoTopsrii
IIEPEBOJIUTCA KAK «0eCIIPOBOIHASL TOYHOCTbY .

Jlo Halllero BpeMeHU JoIIa Apyrasa abopeBuaTypa, KOTOpasi ABJISAETCS TaKOU
’Ke TexXHoJiorvei. ro abopesuarypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JaHO C
HaMEKOM Ha CTaHJIapT BBICIINM 3BYyKOBOU TexHuUKU Hi-Fi, uTo B mepeBojie
03HaYaeT «BBICOKAS TOYHOCTH>.

Jla, GecrutaTHBIM WMHTEPHET-AOCTYN B Kade, OTEeIAX U adpPOINOPTaxX SABJISIETCA
OTJIMYHOM BO3MOXKHOCTBIO BbBIXO/Ia B HHTepHeT. HO MHOrMe SKCIIepThI
CUMTAIOT, 4TO 001IeaocTymHble Wi-Fi ceTu He ABJIAIOTCS 6€30IMacHBIMH.

CoBeTslI 110 6e301macHOCTH paboTe B O0IIETOCTYITHBIX ceTsax Wi-fi:

1. He mepegaBaii cBo JUuHy0 WHpOpMaIuoo yepe3 oo01eaocTymabie Wi-Fi
cetu. PaboTas B HUX, ’KeJIaTEJIbHO He BBOJAUTDH IAPOJIU JOCTYIA, JIOTUHBI U
KaKue-TO HOMepa;

2. Mcosb3ylt 1 OOHOBJISIM aHTUBUPYCHbBIE IMMPOTPpAaMMbI M OpaHamayep. Tem
caMbIM ThI 00€30TacHIITb ce0s OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkiatoun pyHkiuio « O0IUN JOCTYII K (aiiiam
U TnpuHTepamM». JlaHHasg GYHKIHUA B3aKpbiTa [0 YMOJIYAHUIO, OJIHAKO
HEKOTOpbIe I0JIb30BaTeJN AKTUBUPYIOT €€ i yA0OCTBa HMCIIOJIb30BAaHUA B
paboTe i yueobe;

4. He wucnonw3yit mybauunbii WI-FI 19 mepefaum JIMYHBIX JAHHBIX,
HaIIpUMeED /IJI BBIXO/IA B COIMAJIbHBIE CETH WJIN B 3JIEKTPOHHYIO TIOYUTY;

5. Umonb3yi ToJIbKO 3aiuienHoe coequaenne yepe3 HTTPS, a ne HTTP, T.e.
ipu Habope Beb-aipeca BBOAU MMeHHO «https://»;

6. B mobunpHOM TenedoHe oTkiatoun ¢GyHKOuo «Ilopkmouenue k Wi-Fi
aBpTomMaTtuuecku». He fomryckaii aBTOMaTU4€eCKOTO MOAK/II0UEHUS YCTPOCTBA K
cetsiMm Wi-Fi 6e3 TBoero corsacus.

ConuasipHbIE CETH

CormuanpHbIE CETH aKTUBHO BXOJAT B HAIITY KU3Hb, MHOTHE JIFOAU PAaOOTAIOT U
J)KUBYT TaM IIOCTOSIHHO, a B Facebook y»ke 3aperucrpupoBaH MUJLIHAP/I
YeJIOBEK, UTO SABJISETCA OJHOHN ceabMOH BCeX >KHTeJled IJIaHeTbl. MHorue
MOJIb30BaTeJIM He IIOHUMAIOT, 4YTO HHGOpMaNusA, pa3MelleHHas HUMH B
COITMATbHBIX CETAX, MOKeT ObITh Hal/ieHa U MCII0JIb30BaHA KEM YTOHO, B TOM
yucsie He 00513aTeTbHO ¢ 0J1aruMU HaMepPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIIMa/IbHBIX CETAX:

1. OrpaHNYb CIIHCOK Apy3el. Y TeOs B APY3bAX HE JOKHO OBITH CIyYalHBIX U
HEe3HAKOMBIX JIIOJIEH;



2. 3amuinan CBOI0 YacTHYIO *ku3Hb. He ykaspiBaul mapoJsiu, TesiepoHbI, aapeca,
JlaTy TBOETO POKAEHU U APYTYIO JUIHYI0 HHGOPMAIUIO. 3I0YMBIIIIJIEHHUKU
MOTYT HCIIOJIb30BaTh Jlake MH(MOPMAIUIO O TOM, KaK Thl M TBOU POJIUTENIN
IUIAHUPYyeTe TPOBECTH KaHUKYJIbI,

3. 3amuinau cBoIo peIyTaIuio - ep:KU ee B YUCTOTE U 33j/iaBail cebe BOIPOC:
XO0Tes1 OBl ThI, YTOOBI JPYTHE II0JIb30BATEHN BHEJHM, UTO THI 3arPy’KAellb?
[Tomymaii, mpesk/ie 4eM YTO-TO OITyOJIMKOBATh, HAIIMCATD U 3aTPY3UTh;

4. Ecsin Tl TOBOpUIIIB C JIIOJIBMH, KOTOPBIX He 3Haelllb, HE UCIOJb3yH CBOE
peasbHOE UM U JIPYTYIO JIUUYHYI0 UHGPOpPMAIUU: UM, MECTO KUTEIbCTBA,
MECTO y4eObI U IPOYEE;

5. N36eraii pa3zmemenus dororpaduii B IHTepHeTe, r7e Thl U300pakeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEEIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanuu B COIUAIBHOMN ceTH HEOOX0IMMO UCIIOIB30BATh CI0KHbIE
[IapOJIH, COCTOAIINE U3 OYKB U PP U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;

7. s conuasbHOM CeTU, MOYThI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIH30BATh
pasHble maposu. Torga ecau Tebsi B3JIOMAOT, TO 3JI0YMBIIIIJIEHHUKY ITOJTydaT
JIOCTYTI TOJIPKO K OTHOMY MECTY, a He BO Bce cpasy.

BﬂeKTpOHHBIE AJ€HbI'

DJIEKTPOHHBIE JIEHBIH — H5TO OUYEHb YZAOOHBIM CIoco0 IuIaTe:kel, OTHAKO
CYIIIECTBYIOT MOIIIEHHUKHU, KOTOPBIE XOTSAT IOJIYYUTH STH JIEHbIH.

SJIeKTpOHHI)Ie A€HbI' IIOABUJINCH COBCEM HE€JABHO M MMEHHO HM3-3a 3TOI'O BO
MHOTI'HX I'OCyAapCTBax 40O CHUX IIOP HE IIPOIMKMCAHO IIPO HUX B 3aKOHAX.

B Poccuu :xe oHM QYHKITMOHUPYIOT U O HUX Y2Ke MPOMUCAHO B 3aKOHE, IJle UX
pasaesdarT Ha HECKOJIBKO BUOB - aHOHUMHBIE 1 He aHOHUMHbIe. Pa3Hu1ia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcsa IIPOBOAUTD ONleparuu
6e3 uaeHTU(UKAIIUN II0JH30BATeNsA, & B HEAHOHUMHBIX HIAeHTU(DUKAIUN
I10JIb30BaTeJIs ABIAETCA 00A3aTEIbHOM.

Taxske cileayer pasinyaTh HSJIeKTPOHHBIE (¢HuaTHble JIeHbI'd (paBHBI
TrOCyZJapCTBEHHBIM BaJII0TaM) U 3JIEKTPOHHbIE HedHaTHBIE AeHbIU (He PaBHBI
rOCyZJapCTBEHHBIM BaJIIOTaM).

OcHoBHbBIE COBETHI 110 6e3011acCHON paboTe C 3JIEKTPOHHBIMHU JIEHbIAMHU:

1. [TpuBsDKU K cUeTy MOOUIBbHBIN TesieOoH. TO caMbIil YOOHBIN U OBICTPHIN
cr10co0 BOCCTAHOBUTD JOCTYT K cuety. [IpuBs3aHHbIN Tesle(OH TIOMOXKET, eCITU
3a0y/ielTb CBOU IJIATEKHBIN MMApoJIb VI 3alJiellb Ha CAUT ¢ HE3HAKOMOTO
YCTPOUCTBA;

2. Hcnonp3yih opHopasoBble Imaposu. Ilociie mepexozla Ha YCUJIEHHYIO
aBTOpU3alUIO Tebe y:ke He Oy/leT yTPOKaTh OMACHOCTh KPaXK! WIHN IepexBaTa
IIATEKHOTO MapoJis;



3. Boibepu cioxkublii maposib. IlpectynmHukam OyzieT He IMPOCTO yrajaTh
CJIO’KHBIN T1apoJib. HajiexkHble mapoJii — 3TO MapoJid, KOTOPbhIE cOAepKaT He
MeHee 8 3HAKOB U BKJIIOUAIOT B €051 CTPOYHBIE U ITPOITUCHBIE OYKBBI, IIH(PHI U
HECKOJIPKO CHMMBOJIOB, TaKHe KaK 3HAaK Jlojuiapa, ¢pyHTA, BOCKIMIIATETHHBIN
3HaK " T.I1. Hanmpumep, StROng!;;

4. He BBOJH CBOHU JIMUHbIE TaHHBIE Ha CaﬁTaX, KOTOPBIM HE JOBEPAECIID.
BJIGKTpOHHaH IIOHTa

JJIEKTPOHHAA MOYTAa — 5TO TEXHOJIOTHSA W IPEJOCTaBJIsIEMbIE €10 YCIIYTH II0
IepecbiIke W IIOJIyYEHHI0  BJIEKTPOHHBIX  COOOINEHUM,  KOTOpbIe
pacIpesiesiaioTes B KOMITbIOTEpHON ceTh. OOBIYHO 3JIEKTPOHHBIN MTOYTOBBIN
SIMUK BBITJIAUT CJIEAYIONM 00pa3oM: MMS_MOJIb30BaTe IsI@UMS_IOMeHA.
Taxske Kpome nepefadyu IPOCTOro TEKCTA, UMeeTCA BO3MOXKHOCTh IlepeZilaBaTh
daiiibl.

OcHOBHBIE COBETHI 110 O€30TIaCHOIN paboTe C BJIEKTPOHHOU IOYTOM:

1. Hapo BbIOpaTh NpaBUIbHBIN IOYTOBBIU cepBUC. B NHTEpHETEe eCTh OTPOMHBIN
BBIOOP OeCILUIaTHBIX IMOUTOBBIX CEPBUCOB, OJIHAKO JIyUIIlE JIOBEPATH TEM, KOTO
3Haelllb U KTO IIEPBbIU B PEUTHUHTE;

2. He yka3pIBail B IMUHOU IOUTe JIMUHYIO0 UHpopManuoo. Hanpumep, jyuiie
BBIOPATh «MY3bIKaJIbHBIN_(haHAT@» WM «POK2013» BMECTO «TeMal3»;

3. Mcnonp3yit IByX3TAITHYI0 aBTOPU3AIMI0. DTO KOT/a IOMUMO IapOoJis HY>KHO
BBOJIUTH KOJI, ITPUChLIaeMbli 110 SMS;

4. Bp10epu CJIOKHBIN TApOJib. [[JIsl KaXKA0TO MOYTOBOTO AIIUKA T0JKEH OBIThH
CBOU HAJIe3KHBIM, yCTOMYUBBIU K B3JIOMY [1apOJIb;

5. Eciu ecTh BO3MOMKHOCTH HAIKWCaTh CaMOMY CBOM JIMYHBIM BOIIPOC,
HCIIOJIB3YH 3Ty BO3MOKHOCTb;

6. Hcmosbp3yll HECKOJIBKO IIOUTOBBIX SAITUKOB. IlepBBIA [j1 YacTHOU
MEPENHCKH C aJjpecaTaMu, KOTOPBIM ThI JJOBEPSEIIb. ITO 3JIEKTPOHHBIN ajipec
He Ha/I0 UCII0JIb30BaTh IPU perucTpanuu Ha GopyMax U cauTax;

7. He oTkpbiBali ¢aiiyibl U JIpyTHE BJIOKEHHs B IHUChbMaX Ja)Ke €CJIU OHU
MIPUIITN OT TBOUX JAPYy3ei. JIyulle yTOUHH y HUX, OTIIPABJISLIIN JIN OHU Tebe 9TH
daitbr;

8. Ilocne oxkoHuaHuWsA PabOTHl HAa IIOYTOBOM CEpPBHUCE IIepes] 3aKPbITHEM
BKJIAQJIKU C CAITOM He 3a0y/lb HaXKaTh Ha « BBIATH».

KubepOy isIuHT WIN BUPTYyaJIbHOE U3/eBaTEILCTBO

KubepOysiimHT  —  mOpecjiefjoBaHHE  COOOIIEHHAMH,  COAEpKaIUMH
OCKOpOJIEHUSI, arpeccuio, 3alyTuBaHWe; XyJIWUTAHCTBO;  COIlUAJIbHOE
OOMKOTHPOBAHHE C IOMOIIBIO PA3IMYHBIX MHTEPHET-CEPBHCOB.



OcHoBHBIE COBETHI 110 HOpHOE ¢ KNOEPOYITUHTOM:

1. He 6pocatics B 60#. JIydmruii criocob: mocoBeToBaThCs Kak cebsi BECTH U, ECIIU
HET TOTO, K KOMy MOKHO OOpDaTHThCS, TO BHaYaje YCIIOKOUThCS. EC/IM ThI
HaYHEITb OTBEYaTh OCKOPOJIEHUSAMH HA OCKOPOJIEHHSI, TO TOJIBKO ellle OOJIbIIe
Pa30KIKeNTb KOH(JIUKT;

2. YripaBJisAi cBOed KuOeppenyTaiyen;

3. AHOHUMHOCTD B C€TH MHHMas. CymeCTBYIOT CII0COOBI BBIACHUTDL, KTO CTOUT
34 dHOHHUMHBIM daKKaQyYHTOM;

4. He crouT BecTHM XyJUTaHCKUU 00pa3 BUPTyaJbHOU KU3HU. VIHTEpHET
duKcupyeT Bce TBOM JEHCTBUA U COXpaHAET UX. YAAIUTh UX OyAeT KpaliHe
3aTPyAHUTEIIHHO;

5. Cobutto/1ali CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupy?i emuHWUYHBIM HeraTuB. OAHOpPA30BbIe OCKOPOUTETbHBIE
COOOINeHUsI JIydille HUrHOpupoBaTh. OOBIYHO arpeccusi IIpeKpalaeTcsa Ha
HavyaJIbHOM CTaHH;

7. ban arpeccopa. B mporpammax ob6MeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COITUATIbHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKHU OTIIPABKU COOOIIEHUH C
ompezieJIEeHHbIX aJ[PeCcOoB;

8. Eciiu ThI cBUzeTennb kubepOy/uinHra. TBOU eHCTBUA: BBICTYIIUTDH IIPOTUB
IpecjiefoBaTessl, MOKa3aTh €My, UTO €ro JIeHCTBUS OIeHMBAIOTCSA HETAaTUBHO,
TIO/I/IepKaTh JKEPTBY, KOTOPOU HY’KHA ICUXOJIOTHYECKasl IIOMOIIb, COOOIUTD
B3POCJIBIM O (haKTe arPECCUBHOTO ITOBEJIEHMS B CETH.

MoO6uibHBIN TenedoH

CoBpemeHHble cMapT¢OHBI U IJIAHIIETHI COAEPKAT B cebe BIIOJTHE B3POCIBIN
(GyHKIMOHAJ, U Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTAallMOHAPHBIMH
koMnbloTepamMu. OJIHAKO, CPEACTB 3aIUTHI AJi MOAOOHBIX YCTPONCTB IOKa
oueHb Masio. TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX MPOUCXO/IUT HE TaK
WHTEHCUBHO, Kak /it [1K, To ke camoe kacaeTcsi U MOOUIbHBIX IIPUJIOKEHUH.

CoBpeMeHHbBIe MOOWIbHBIE Opay3€ephl yiKe MPAKTUUECKH JIOTHAIU HACTOJIbHBIE
aHAJIOTH, OJIHAKO pacuIupeHue (YHKIHMOHAMIA BJIEUYET 3a CcOOOU OOJIBIILYIO
CJIO?)KHOCTh U MEHBIIIYIO 3alUIIEHHOCTbD.

,Z[B.JIGKO HE BCE IIPOU3BOAHNTEJIM BBIIIyCKAIOT O6HOBJ’I€HI/I}I, 3aKpbIBalomiue
KpUTH4YE€CKHUE YA3SBUMOCTHU OJId CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI /11 6€3011acHOCTH MOOMIBHOTO TesiedOHa:

1. Huuero He siBjIsieTcs mo-HacTosAIeMy OecriaTHBIM. Bysib OcTOpOsKeH, Beb
Korja Tebe IIpejjiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITH CKPBITHI
KaKHe-TO IUIaTHHIE YCIIYTH;



2. Jlymaii, mpesxzae ueM oTrpaButb SMS, doTo niau Buieo. Thl TOYHO 3HAEIIID,
r7ie OHU OyZ[yT B KOHEUHOM UTOTE?

3. Heob6xo1Mo OGHOBJIATH ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHA;
4. Mlcriosib3yil aHTUBUPYCHBIE ITPOTPaMMBbI /IS MOOUIBHBIX TeJIE(OHOB;

5. He 3arpy:kaii mpuaoKeHHs OT HEU3BECTHOTO MCTOUYHUKA, BEAb OHU MOTYT
coJlepsKaTh BPEIOHOCHOE ITPOTPAMMHOE 00ecIieueHue;

6. [Tocste TOro Kak Thl BBIWJIEIIH C CAKTa, I/I€ BBOAWII JIUUHYIO HHGOPMAIIHIO,
3aiiiu B HACTPOUKM Opay3epa u yaaiu cookies;

7. [leppoamuecky MpoOBePsH KaKue IUIaTHBIE YCJIyTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. JaBaii cBoil HOMep MOOWJIHHOTO TejeOHA TOJIBKO JIIOAAM, KOTOPBIX ThI
3HAEIb U KOMY JIOBEPSIEllb;

9. Bluetooth momkeH ObITH BBIKJIIOUEH, KOT/Ia Thl UM He IOJIb3yelbes. He
3a0bIBail HOT/IA IPOBEPSATH JTO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHbBIE, 3aXBAThIBAIOIINE PA3BJIEYEHNS,
00beAUHSIONINE COTHU TBHICAY UEJIOBEK II0 BceMy MHUpPY. MITPOKH HCCIeayroT
JAaHHBIA UM MHUDP, OOIAIOTCA ZIPYT C IPYTOM, BBITIOJTHAIOT 3aJ]JaHUSA, CPaXKatOTCsA
C MOHCTPAMH U TIOJIy4aiOT OMBIT. 3a YAOBOJBCTBHE OHU IUIATST: MOKYIAIOT
JTUCK, OTJIAUUBAIOT aO0OHEMEHT WU MPHUOOPETAIOT KaKKUe-TO OIITUM.

Bce aTu cpeacrBa uAyT Ha NOJJIep:KaHUe U PAa3BUTHE UTPHI, a TaK:Ke HA caMy
6€30IacHOCTh: COBEPIIEHCTBYIOTCSI CHUCTEMBI aBTOPU3AIMH, BBIIYCKAIOTCS
HOBble TaTuW (UUpPOBBIE B3amIaTKA /I MPOTPAMM), 3aKPBIBAIOTCHA
YA3BUMOCTHU CEPBEPOB.

B mo100HBIX UTPAX CTOUT OIACATHCS HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)KM TBOEro IapoJisi, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3AIUU
OOJIBIIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IaCHOCTH TBOETO HUTI'POBOT'O aKKayHTa:

1. Ectt apyroii urpok BejieT cebsl IJI0X0 WJIM CO3/1aeT Tebe HEeNPHUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. [Toxkasyiica aJIMUHUCTPATOPaM UTPhI Ha IJIOXO€E MOBEJIEHHE STOTO UTPOKA,
»KeJIaTeJIbHO MPUIOKUTH KaKUe-TO JOKA3aTeIbCTBA B BU/IE CKPUHOB;

3. He ykaspiBali INuHy10 THPOPMAIUIO B IpOdaiiyie Urphbl;
4. YBakaul IpyTrUX YYaCTHUKOB I10 UTPE;

5. He yctanaBiuBail HeopuiinajibHble MATYU U MOJBI;



6. Mlcniosip3yii C10:KHbBIE U pa3Hble IapOJIy;

7. ,Z[ame BO BpeMA UTPBI HE CTOUT OTKJIIOYATh aHTHUBUPYC. IToka TbI HUrpaenib,
TBOU KOMIIBIOTED MOTYT 3apa3UTh.

OUIIUHT WIN KpaXa JIMYHbIX JaHHbIX

OOBIUHOH Kpameﬁ A€HET U JOKYMEHTOB CETOAHA YK€ HUKOT'O HE YANBUIIB, HO
C pa3BUTHEM I/IHTepHeT-TeXHOJIOI‘I/Iﬁ 3JIOYyMBIIIIVIEHHUKHN IIEPEMECTHJ/INCh B
HWHTEPHET, U IIPOAOJIZKAIOT 3aHUMATbCA «JIIOOMMBIM » AE€JIOM.

Tak mosBWIach HOBasg yrpo3a: WHTEPHET-MOIIEHHWUYECTBA WM (QUIIUHT,
IJIaBHas I1€JIb KOTOPOTO COCTOUT B MOJIYYEHUU KOH(UIEHITHAIBHBIX JaHHBIX
II0JIb30BaTeJIel — JIOTMHOB W maposiedi. Ha auriuiickom s3bike phishing
yuraercs kak ¢umuHr (ot fishing — priOHas 0815, password — mapoJis).

OcHoBHBIE COBeTHI 110 6H0pBOE ¢ PUITUHTOM:

1. Citequ 3a CBOMM akKayHTOM. EcJiu ThI IT0/103p€eBaelrb, UTO TBOsI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOIMMO 3a0JI0KHPOBATh €€ U COOOIUTD aJIMUHUCTPATOPaM
pecypca 00 3TOM KaK MOKHO CKOpEEe;

2. HMcrionp3y 6e3omacHbie BeO-caliThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcmosnb3yil ciokHble U pasHble mMaposu. Takum obpaszom, eciau Tebs
B3JIOMAIOT, TO 3JIOYMBINJIEHHUKH TOJIydaT JAOCTYII TOJIBKO K OJTHOMY TBOEMY
mpoguIio B CETH, a HE KO BCEM;

4. Eciu Tebst B310MasH, TO HEOOXOAUMO PEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX,
KOTOpble a00aBjeHbl y TeOA B JIPy3bsIX, O TOM, YTO Tebs B3JIOMalN H,
BO3MO’KHO, OT TBOEro HMeHH Oy/IeT pacchLIaThCsl CIlaM M CChUIKM Ha
(UIITMHTOBBIE CAWTHI;

5. YcranoBu HaziexkHbIN 1aposib (PIN) Ha MOOWIIBHBIN TesledoH;
6. OTKJIIOUH COXpaHEeHUeE MapoJisi B Opaysepe;

7. He oTkpbiBail ailjibl U ApPYyrHUe BJIOKEHUA B MUCHbMAX Ja)Ke eCJIU OHU
MIPUIIUIN OT TBOUX JIpy3ei. JIyullle yTOUHU y HUX, OTIPABJISLIN JIU OHU Tebe 3TU
daiibl.

[Mudposas penyranus

[MudpoBas pemyTanus - 3TO HeTaTUBHAA WJIN NO3UTHUBHAA NH(POPMAIUA B CETH
o Tebe. KommmpomeTtupyrotias nHbopManys pa3MellleHHas B HTHTEPHETE MOKET
CEpPhE3HBIM 00pa3oM OTPa3UThCS HA TBOeU peaysibHOU kusHU. «[{udposas
penyTanusa» - 3TO TBOU UMUK, KOTOPBIU (popMupyeTcsa n3 nHdopMaiuu o
Tebe B UHTEPHETE.



TBOe MeCTO JKUTEIbCTBA, YUeObl, TBOE (PMHAHCOBOE IOJIOXKEHHE, 0COOEHHOCTHU
XapaKTepa U pPacckasbl 0 OJIM3KHUX - BCE 9TO HAKAIIUBAETCS B CETH.

MHorue mOAPOCTKU JIETKOMBICJIEHHO OTHOCATCS K IIyOJTMKAIUU JIMIHOU
uHdopmanuu B IHTepHeTe, He IOHMMAasi BO3MOXKHBIX TIOC/IeACTBUU. ThI faxke
He CMOKeIllb J0TaIaThCsA 0 TOM, UTO poTorpadus, pa3melleHHas 5 JIET Ha3as,
cTasia MPUYMHOU OTKa3a IMPUHATH Tebs HA paboTy.

KomMmenTapuu, pa3melieHue TBoux ororpaduil u pyrue 1efcTBUA MOTYT He
HCUYEe3HYTh JIa’Ke I0CJIe TOTO, KaK ThI UX YAAIUIIb. Thl HE 3Haelllb, KTO COXPAHUIT
3Ty uH(pOpMaNUIo, Molaja JIU OHA B IIOUCKOBBIE CUCTEMBI M COXPAHUJIACH JIU
OHa, a IJIaBHOE: UTO IOAYMAIOT O Tebe OKpy»Karollee IO, KOTOpble HAWIyT U
yBUZAT 3T0. HatiTu mHGOpPMAIMI0 MHOTO JIeT CIyCTs CMOXKET JII000H - Kak u3
OOPBIX MOOYK/IEHU, TaK U ¢ HAMepeHUeM IPUUUHUTH Bpel. DTO MOKET ObIThH
KTO YTOJTHO.

OcHOBHBIE COBETHI I10 3aIuTe IUPPOBOU pemyTaI[UN:

1. [Toymaii, ipekzie 4eM 4To-TO IyOJTMKOBATh W IlepeaaBaTh y cebs B Osiore
WJIU B COITMAJIBHOM CETH;

2. B Hacrpouikax mpoduid yCTaHOBU OTPAaHUYEHHsS HA IPOCMOTDP TBOETO
pousId U ero COAEPKUMOTr0, CAejIall ero TOJIBKO «JJIA APYy3ei»;

3. He pasmermaii u He ykaspiBall nHGpOpPMAIIHIO, KOTOPas MOKET KOTro-Jubo
OCKOPOJIATH WU OOUKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE  IIIKOJIBHUKH-  aKTUBHBIE  TIOJIB30BATENN  ITU(POBOTO
npocrpaHcTBa. OJTHAKO JaJIeKO HE BCE 3HAIOT, YTO II0JIb30BAHHE MHOTHMU
BO3MOKHOCTSIMU ITPOBOro Mupa TpebyeT coOIofeHuss TMpaB Ha
HMHTEJIJIEKTYy UTHhHYI0 COOCTBEHHOCTb.

TepMUH «HHTEJIEKTyaJIbHAsA COOCTBEHHOCTh» OTHOCUTCA K Pa3IUYHBIM
TBOPEHUSM YeJIOBEUECKOTO0 yMa, HAaUMHAs C HOBBIX M300peTEeHUU U 3HAKOB,
o003HaUaOINX COOCTBEHHOCTh Ha IPOAYKTBI U YCJIYTU , W 3aKaHYUBas
KHUTaMU, ¢ortorpadpuamu, KUHO(pUIbMaMU u MY3bIKaJIbHbIMU
MIpOU3BeIEHUAMM.

ABTOpCKHe TIpaBa - 5TO IIpaBa Ha HHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTH Ha
IIPOU3BeeHU HAYKU, JIUTEPATYPHI U UCKYCCTBA. ABTOPCKME IPABa BBICTYIAIOT
B KauecTBe TapaHTUH TOTO, YTO MHTEJUIEKTyaJIbHBIM/TBOPUECKUN TPy aBTOpa
He OyJIeT HaIllpacHbBIM, IaCT €My CIIpaBeIJINBbIe BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabTaTax CBOETO TPy/a, IMOJYUYUTh U3BECTHOCTh U NMpu3HaHue. HukTo 6e3
paspelieHus aBTOpa HE MOKeT BOCIPOU3BOJUTH €ro MpPOu3BeJleHuE,
pacIpoCTpaHATh, MyOJUUYHO JeMOHCTPUPOBATH, MIPO/IaBaTh, UMIIOPTUPOBATh,
IycKaTh B MPOKAT, MyOJIMYHO HUCIHOJIHATH, MOKA3bIBaTh/UCIOIHATL B 3dupe
WM pa3Melnats B IHTepHeTe.



Vcnosb30BaHME «TUPATCKOTO» IIPOTPAMMHOTO 00ecIieueHUs MOXKET ITPUBECTH
K MHOTHUM pHUCKaM: OT MOTEPH JIAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH
TBOETr0 YCTPOMCTBA, I/le yCTAHOBJIEHHBIN He JlerajibHas mporpamma. He crout
Takyke 3a0bIBaTh, UTO CYIIECTBYET JieTaJibHble W OecryiaTHbIe MPOTPAMMEBI,
KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeTeBUUOK.p( - TBOU IJIaBHBIU COBETUMK B CETU. 3/I€Ch Thl MOKEIIIb y3HATH O
6e30I1aCHOCTH B CETH ITOHATHBIM U JIOCTYITHBIM SI3bIKOM, 2 TPU BOSHUKHOBEHHU U
KPUTHUYECKOU CUTYaIluU OOPATUTHCA 32 COBETOM. A TaKyKe IMIPUHATH yUaCTHE B
KOHKYypCax U CTaTh caMbIM ITU(MPOBBIM IPKIAHUHOM!
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